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INTRODUCTION 
 

The year 2017 saw a meteoric rise and fall of ‘Bitcoin’ worldwide. Bitcoin is a purely peer-to-peer 

version of electronic cash that would allow online payments to be sent directly from one party to 

another without going through a financial institution.1 Bitcoin is the first decentralised cryptocurrency, 

with the second cryptocurrency, Namecoin, not emerging until more than two years later in April 2011. 

Today, there are hundreds of cryptocurrencies with market value that are being traded, and thousands 

of cryptocurrencies that have existed at some point.2 Unlike traditional payment networks, no central 

authority controls the Bitcoin network. Rather, a decentralized system of computers around the world 

confirms transactions by competing to solve increasingly difficult mathematical puzzles.3 The promise 

of Bitcoin is that it puts control in the hands of everybody participating in the Bitcoin system and does 

away with all the potential risks and inefficiencies that come along with centralizing the information 

with a repository. 4 Unfortunately, the same has also proved to be a disadvantage of the 

cryptocurrencies as witnessed in recent times. The adaptation of cryptocurrencies in the financial 

markets has attracted some serious limitations and the world at large is brainstorming to bring the 

troubled industry under a semblance of control. This essay is divided into four parts that explore the 

factual and legal gamut surrounding cryptocurrencies around the globe. The first part discusses the 

history and emergence of cryptocurrencies. The second part talks about the nagging difficulties 

blocking the recognition of cryptocurrencies worldwide. The third part highlights the actions taken by 

the Indian government to address the issue of rising popularity of virtual currencies. Last, but not the 

least, the fourth part of the essay provides for prospective actions by G-20 nations and a 

comprehensive model framework for adoption by India, to address the obstacles highlighted in the 

second part. 

 

EMERGENCE OF CRYPTOCURRENCIES 
 

The emergence of cryptocurrencies and blockchain technologies is part of a broader wave of 

technologies that facilitate peer-to-peer commerce, individualization of products, and flexibilization of 
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production methods. This wave progressed slowly but steadily in the late 1970s, by a group of 

cryptographers, who later came to be known as ‘Cypherphunks’. In the 1980s, Dr David Chaum wrote 

extensively on topics such as anonymous digital cash and pseudonymous reputation systems.5 Over the 

next several years, these ideas coalesced into a crusade, and the ‘Cypherphunk Movement’ took off. The 

first attempt at anonymous transacting system was made by Dr. Adam Back  in  1997  when  he  

created ‘Hashcash’. In the following year, Wei Dai published a proposal for B-Money. In 2004, Hal 

Finney created reusable proofs of work which borrowed from the principles of Backs’ Hashcash. In 

2005, Nick Szabo published a proposal for ‘Bitgold’ which built on the ideas developed by Hal Finney 

and various other projects.6 For a variety of reasons, this wave gained traction after the global financial 

crisis, about a decade ago.7 The years leading up to the creation of Bitcoin had seen the world immersed 

in an economic downturn with the years of 2007/2008 known as the global financial crisis.8 The 

collapse of American investment bank Lehman Brothers sparked an economic downturn which was  

felt throughout the entire world. The crisis has since been attributed to a range of different factors, all 

of which were greatly exacerbated by irresponsible behaviors exhibited by banks, specifically by way of 

excessive risk-taking.9 The world was ready for financial alternatives and Bitcoin arrived on the scene as 

a viable alternative to the world’s more traditional financial systems.10 In 2009, the Bitcoin made its  

first, fully functional appearance11 when Satoshi Nakamoto published the first Bitcoin specification and 

proof of concept in a cryptography mailing list.12 Several types of cryptocurrencies have emerged in 

financial markets since then. In 2016-17, ‘Bitcoin’ prices rose up again and skyrocketed to as high as 

USD19,783.0613; while other cryptocurrencies like Ethereum and Cardono also competed well. The 

immediate price rise could be attributed to several factors such as sustained strength, rising inflows, 

media coverage etc. 14 The prices eventually started falling as fast as they rose due to immediate 

regulatory measures taken by countries with vast bitcoin markets like USA, UK, and India etc., and that 

influenced the global market immensely. 
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CHALLENGES AND VULNERABILITIES 
 

The question of whether cryptocurrencies can really be treated as currencies, despite the ‘eponymous’ 

suffix, has baffled every nation. Like all great ideas, cryptocurrencies also come along with several 

vulnerabilities and challenges. Many of these challenges are linked to the underlying technology but also 

include legal, economic and social factors. 15 Some of the key issues are highlighted hereinbelow: 

Decentralization & Volatility: There is no central authority that regulates the price of cryptocurrency, but 

the currency itself. The decentralized organization of markets without trusted intermediaries can be 

very costly, and the volatility of the value of cryptocurrencies is a big obstacle to their becoming an 

alternative to legal tender.16 Money Laundering & Financial Terrorism: Decentralization gives crypto-asset 

transactions an element of anonymity, much like cash transactions. The result is a potentially major  

new vehicle for money laundering and financing of terrorism. 17 Various instances of illicit use of 

cryptocurrency have recently come to light like drug trafficking on Silk Road, embezzling of customer 

funds at Mt Gox etc18.Misuse of Technology: Since cryptocurrencies are mined and transacted on the 

internet alone, they are vulnerable to online sharks i.e. hackers, waiting for the right time to dig in their 

claws on consumer’s money. Recent examples are hacking of Slovenia based virtual currency company 

– NiceHash, cyberhacking through the WannaCry virus etc.19 Taxation: The key challenge with respect 

to taxation is how to categorize cryptocurrencies and specific activities involving them; whether the 

profits earned through cryptocurrency is income or capital gains. Further, due to their pseudo 

anonymity, cryptocurrency can easily be employed for the purpose of tax evasion by means of hiding 

assets. Online route of bringing and storing of cryptocurrencies makes it easier to bring them across 

border checkpoints, where they can be cashed out when inside the country, effectively evading border 

taxes.20 At first blush, the prospect of cryptocurrencies appears to be an innovative idea; however, on a 

closer look, the gaps that tag along, paint a different picture. 
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CRYPTO CLAMPDOWN IN INDIA 
 

Countries across the globe have addressed the challenges relating to cryptocurrencies 21 by either 

enacting specific laws recognizing and regulating the cryptocurrency markets (Belarus, Jersey and 

Mexico), or by allowing the markets to exist but without issuing industry specific laws (Brazil, 

Argentina, France) or by taking steps to restrict the cryptocurrency markets, mainly by barring financial 

institutions within their borders from participating in them (China and Iran) 22 . The Indian 

government’s approach has been extremely guarded in this regard. In 2013 and 2017 respectively, the 

Reserve Bank of India (RBI) vide its press releases23 cautioned users, holders and traders of virtual 

currencies about the potential financial, operational, legal, customer protection and security related risks 

that they exposed themselves to since, ‘the creation, trading, or usage of virtual currencies including 

bitcoins, as a medium for payment are not authorized by any central bank or monetary authority.’ In 

December, 2017, the RBI further cautioned that it has not given any authorization to any entity to 

operate such schemes or deal with any virtual currency and anyone dealing with virtual currencies will 

be doing so at their own risk.24 In April, 2018, RBI specifically directed all the entities regulated by it to 

cease facilitating businesses and individuals dealing in virtual currencies within three months, including 

operating on exchanges. 25 This decision was taken after the first inter-disciplinary committee 

constituted by Ministry of Finance, supposedly suggested such a ban on crypto-trading 26 . Several 

cryptocurrency exchanges approached the Supreme Court of India to stay the aforesaid RBI circular 

but to no avail27. In light of the growing discontent amongst virtual currency enthusiasts, the Ministry 

of Finance constituted a second multidisciplinary committee to examine the virtual currency framework 

in India and prepare draft regulations to govern the same. As on the last date of hearing in the Supreme 

Court, the government has informed the court that the second multidisciplinary committee constituted 

by Ministry of Finance28 is still deliberating on the existing framework on cryptocurrencies.29 The apex 
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court is awaiting the report of the said Crypto-panel, likely to be released in February 2019 and the final 

verdict is expected to be delivered thereafter. 

 

REGULATING THE UNREGULATED: G-20 NATIONS AND MODEL 

FRAMEWORK FOR INDIA 
 

On November 30 – December 1, 2018, the G – 20 nations, the group of world’s twenty biggest 

economies, including leading economies like USA, UK, EU, India etc came together and decided to 

regulate cryptocurrency transactions.30 The regulations shall be in line with the recommendations of the 

Financial Action Task Force - an intergovernmental body formed to fight money laundering and 

terrorist financing.31 The G-20 summit has also called for a taxation system for cross-border electronic 

payment services.32 It is a delight that nations around the world are working towards building a non- 

bank financial intermediation to ensure that the potential benefits of technology are realized while risks 

are mitigated. The Indian government too, intends to use blockchain proactively to usher in digital 

economy33. Therefore, I propose the following three-phased model to make the blockchain skeleton 

more resilient in India: 

Phase-1: Setting up a System – Cryptocurrencies should be recognized as a type of commodity, as opposed 

to recognizing as ‘currencies’. The term ‘crypto-assets’ should be defined in a statute that facilitates 

peer-to-peer trading of ‘crypto-assets’ vide ‘crypto-exchanges’. An operational and regulatory framework 

should be set up providing for: 

(i) specific authorizations required for setting up of ‘crypto-exchanges’, 

(ii) ongoing obligations of crypto-asset service providers as well as receivers, 

(iii) Foreign exchange and taxation liabilities on subscription, sale and transfer of cryptocurrencies 

by Indian/ foreign holders, inside/ outside the Indian territory, and 

(iv) sanctions in case of violation of provisions of the said statute. 

Phase-2: Checks and Balances – A central regulatory body shSould be set up to monitor the transactions 

that take place vide the ‘crypto-exchanges’ to check for volatility, money laundering and financial 

terrorism. The National Cyber Defense Research Centre (NCDCR) should undertake a risk assessment 

exercise to identify the cyber vulnerabilities in transacting through ‘crypto-exchanges’. To address the 
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said vulnerabilities, an extension of the framework established in Phase-1 should provide for mandatory 

‘protective norms’ set by NCDRC, to be followed by every ‘crypto-exchange’ to avoid cyber hacks. 

Phase-3: Gearing Up for Future – A ‘regulatory sandbox’34 should be created for testing new blockchain 

products (Ethereum, Laxmicoin, Cardano, EOS etc) in the same format as constituted by the Financial 

Conduct Authority in the United Kingdom for fintech products. It should be a type of ‘safe space’ 

where the blockchain products can be tested within a section of people in a relaxed regulatory zone, 

before releasing in the financial markets. This will enable the regulators to assess the performance of 

these products in an orderly fashion and timely identify the risks associated with them. 

 
 

CONCLUSION 
 

The rising popularity of cryptocurrencies indicates transforming and exciting times ahead for global 

finance. The disruptive challenges arising from their decentralized nature and technological advances 

have made virtual currencies infamous. However, there is no doubt that technology enthusiasts will 

leave no stone unturned in coming up with revised and more developed models of cryptocurrencies in 

future. Cryptocurrencies saw light of the day when the world was undergoing a financial turmoil; and if 

a situation remotely similar arises, cryptocurrencies will rise again like a phoenix from the ashes. I 

believe that instead of getting overwhelmed and staying unprepared for financial upheaval; it is more 

prudent to formulate effective strategies in advance and experiment with cryptocurrencies in a 

controlled environment. The countries should focus on combating the systemic risks associated with 

this nascent industry while keeping in mind the concerns of cryptocurrency enthusiasts. Only then the 

time will come when cryptocurrencies can spread their wings and fly; and with effective regulatory 

policies in place, only sky can be the limit! 
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